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1 Introduction  
EbixExchangeôs use of SunriseÊ Exchange uses a Virtual Private Network (VPN).  

Connecting to a remote corporate server, using the Internet, the VPN allows connection 

between insurers and intermediaries to operate in a secure manner.  

The SunriseÊ Exchange VPN is based on the IPSec protocol and takes advantage of the 

broad availability of the Internet.  

IPSec encrypts everything between two computers.  Using a VPN connection, data is 

carried over the public network, but is unreadable to unauthorised clients.  It also 

provid es audit records to show access information.  

Note:  

IP addresses, user names and user passwords used throughout this document 

are not valid and are displayed for demonstration purposes only.  EbixExchange 

will supply valid IP addresses and user details upon  connection to SunriseÊ 
Exchange.  
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2 Connection Methods  
VPN solutions support remote access and private data communications over public 

networks as a cheaper alternative to leased lines. VPN Clients communicate with VPN 

servers utilizing a number of specialized protocols. SunriseÊ Exchange users can connect 
usi ng a Hardware VPN or a Software VPN. If using Software VPN, Cisco VPN Client 

Software has to be installed on each PC.  However the installation of Cisco VPN software 

(like any other software) may cause problems in an existing PC and may even make the 

PC inoperable. Ideally, it is best to back -up important files first before running the 

installation of the VPN Client software.  

EbixExchange recommends that a PC contains a fresh copy of Windows, to minimise any 

damage to the PC and ensuring that the VPN works .  It is possible that VPN Client is not 

perfect and limitations may exist as is true for any technology. Sunrise Exchange users 

should consider the following when deploying and using VPN ôs:  

Á VPNôs require detailed understanding of network security issues and careful 

installation/configuration to ensure sufficient protection on a public network like the 

Internet.  

Á VPNôs can be incompatible with many personal firewalls. Firewalls may need to be 
specially configured, or turned off when running the Cisco VPN C lient  

Á The reliability and performance of a VPN is not under an organization's direct control. 

Instead, the solution relies on the Internet Service Provider (ISP) and their quality of 

service.  

Á Historically, VPN products and solutions from different vendor s have not always been 

compatible due to issues with VPN technology standards. Attempting to mix and 

match equipment may cause technical problems and using equipment from one 

provider may not give great cost savings.  

The cost to an organization of buildin g a dedicated private network may be reasonable at 
first but increases exponentially as the organization grows. Therefore, it is recommended 

that a Hardware VPN solution may provide a lower cost in the long term.  The Cisco VPN 

Client software is found to b e most stable on Windows XP systems.  A Linux version is 

also available and can be configured as a VPN router, if desired.  

This document contains instructions on how to install the Cisco VPN Clie nt software on 

Windows systems.  The VPN Hardware solution ca n be implemented using a Cisco Router, 

a PIX firewall device or a Cisco ASA series firewall.  There are separate configuration 

guides available for easy download.  
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3 Cisco Software VPN Client  
The Cisco Software Client must be installed on all servers and client PCs requiring access 

to SunriseÊ Exchange, with a maximum of 6  PCs per site.  The exception to this is for 

PCs using Terminal Server Client.  

This software cannot run simultaneously on a PC running network address translation 

(NAT) software such as Winproxy, Routing & Remote Access (RRAS), or Internet 

Connection Service (ICS).  

Cisco Software Client will run on a Microsoft Windows PC that has an external hardware 

or software router (NAT or ICS but not HTTP Proxy), with or without a firewall.  If the 
workstation has an internal firewall, such as Zone Alarm Pro, the firewall may have to be 

modified to allow access to the loop back address127.0.0.1.  An internal/external firewall 

may have to be  opened for TCP port 10000 as well.  

The VPN software program will normally be initiated daily to start the SunriseÊ Exchange 
VPN, as there is an idle timeout of 8 hours.  It will also need to be restarted if the 

SunriseÊ Exchange VPN terminates for any reason.  

The table below highlights some advantages and disadvantages of the CISCO Software 

Client.  

Advantages  Disadvantages  

Easy to set up on fresh Windows PCôs May not work with PCs running NAT or 

ICS or proxy servers running NAT  

Lowest cost option  Has to be set up on each PC  

Also available on Linux  Does not work with PCs using HTTP 

proxy. Requires NAT mode on proxy 

servers  

Increased data encapsulation  No Firewall capabilities  

Better data encryption  VPN cannot be shared  
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4 System Requirements  
Verify that  the  computer meets these requirements to be able to install and run Cisco 

VPN Client:  

Á Computer with a Pentium ® - class processor or greater.  

Á One of the following operating systems:  

Windows 2000  

Windows XP  

Windows Vista Business, Enterprise & Ultimate (32 -bit Only)  

Windows 7 Professional, Enterprise & Ultimate (32 -bit/64 -bit)  

Minimum requirement of 50MB hard disk space  

Á RAM:  

64 MB for Windows 2000 (128 recommended)  

128MB for Windows XP (256 recommended)  

512MB for Windows Vista/7 (1G B recommended)  

To install  the VPN Client, an internet connection is required, along with Administrator 

privileges.  

Note:  

Windows Vista/7 Home Basic and Windows Vista/7 Home Premium are not 

supported.
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5 Uninstalling Previous Versions  
The installation instructions contained in this document relate specifically to Cisco VPN 

Software Client Version 4.6.  If you already have a previous version of Cisco VPN 

Software Client you will first need to uninstall the previous version, befo re completing the 
installation of Version 4.6.  

To uninstall a previous version:  

Go to Start menu > Settings > Control Panel > Add/Remove Program  

Select the Cisco VPN Client and click Remove.  

A dialog box will appear asking you to confirm that you want to r emove the VPN client 
from the PC. 

Click Yes.  

You may be asked whether you want to delete the existing connection profiles.  

Click No to retain the existing profiles.  

Once the installation process is complete, you will need to restart the  computer for these 

changes to take effect.  
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6 Installing the VPN  
The following instructions detail how to install and configure a Windows 2000 or Windows 

XP machine to use the Cisco VPN Software Client over the Internet.  

6.1 Download ing the Software  

To download the software for the Cisco VPN Client, please refer to the link provided in 

the  Sunrise Exchange Connection email , or contact our C lient Service Centre (CSC) on 

1800 331 018 or by emailing csc@ebix.com.au . 

Note:  

For issues related to internet and network connections, please  contact the 

Internet Service Provider (ISP) or hardware vendor.  

A File Download window will display  

  

Click . 

For 32 -Bit systems , please download the file  vpnclient - 507290.zip  to  the  Desktop.  

For 64 -Bit systems , please download the file  vpnclient x64 -507290.zip  to  the  Desktop.  

mailto:csc@ebix.com.au
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The download process will commence.  

 

Once complete, click either  or .  

Alternatively, go to the  desktop (by minimising any programs that are running), and 
locate a file named  vpnclient - 5 07290.zip  or  vpnclient x64 - 507290.zip . 

 

Double -click on this file.  
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There are two ways to unzip the content of this file . 

Unzip using WinZip  

If WinZip is the  default program, Winzip will open and display the compressed files:  

 

Click . 

Follow the wizard to extract all the files in the folder.  

 

Ensure Desktop is selected and c lick .  

Once extracted, a new folder will display either automatically, or on the desktop.  
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Continue to 6.2 Installing the Software . 

Unzip using Windows Explorer  

If Windows Explorer is the  default program, Windows Explorer will open and display the 
compressed files:  

 

Click . 

 

Click . 

Once extracted, a new folder will display either automatically, or on the  desktop.  



Installing the VPN  

© EbixExchange  Australia Pty Ltd   Page 10 

 

Continue to 6.2 Installing the Software . 

6.2 Installing the Software  

Open the downloaded folder (in this example  vpnclient - 507290 ).  

 

Double click  on the file  vpnclient_setup.msi . 

A security warning will display  

 
































