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VPN Installation Procedures
Cisco PIX501 Firewall Router

1 Introduction

EbixExchange’s use of Sunrise™ Exchange uses a Virtual Private Network (VPN).
Connecting to a remote corporate server, using a routing infrastructure such as the
Internet, the VPN allows connection between insurers and intermediaries to operate in a
secure manner.

Other options open to insurers who operate Sunrise™ Exchange independently of
EbixExchange, include IP-based intranets and extranets, as well as the public Internet.

The Sunrise™ Exchange VPN is based on the IPSec protocol and takes advantage of the
broad availability of the Internet.

IPSec encrypts everything between two computers. Using a VPN connection, data is
carried over the public network, but is unreadable to unauthorised clients. It also
provides audit records to show access information.

Note:

IP addresses, user names and user passwords used throughout this document
are not valid and are displayed for demonstration purposes only. EbixExchange
will supply valid IP addresses and user details upon connection to Sunrise™
Exchange.

© EbixExchange Australia Pty Ltd Page 1
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2 Prerequisites

In this document, PIX501 is configured as a Cisco VPN Client (EzVPN) to set up a VPN for
Sunrise Exchange. It is also possible to configure the Pix501 as a LAN-LAN connection, if
the internet connection has a static IP address (separate document available). The
Pix501 may be connected to the Internet directly via PPPoOE, or through an Internet
router. The Internet connection may be cable, ADSL or ISDN, which provides a static or
dynamic IP address.

Instructions for configuring the PIX501 are provided in this document, along with how to
configure the PIX501 to connect to the Internet using PPPoE (using a cable or ADSL
modem) or a router (using a static or dynamic IP address).

The PIX501 requires I0S version 6.2 or later, and 16MB of memory to operate as VPN
Client as required by this set up.

The PIX501 should have a 3DES activation key.

Detailed steps on upgrading the PIX 10S to 6.2.2 are provided in Appendix A.

© EbixExchange Australia Pty Ltd Page 1
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3 Installation

The factory default IP address setting of PIX501 is 192.168.1.1. DHCP server facility is

also enabled by default.

3.1

Enter https:\\192.168.1.1 into the browser.

Installing the Digital Certificate

zecUnity certificate.

Security Alert E I

"fﬁ Information wou exchange with thiz site cannot be viewed or
?. changed by others. Howewver, there iz a problem with the site'z

o

The zecurnity certificate waz issued by a compary you have
niot chosen to ust. View the certificate bo determing whether
wou want to truzt the certifying authority,

The zecurity certificate date iz valid.

The name an the security certificate doss nat match the

name af the zite.

Do pou want to proceed?

|

Wiew Certificate

The browser will ask for a digital certificate to be installed.

Select Yes.
I PIE (v M 201 19, 168.1,1
Fie Pun Jewch Cfomn  Toch . Bicwch  Fieip
L SR
EAUSTXNF® LYY ed Hi i)
MAzzen el Trataiior Fadan il HatuHebemts Zxrwrs Mracarien Horiamg
s e Puies mebvs s coolban . of B ight ronce buiten b achl . ec o Sedets acomnn. Al of SBad rales.
. Screes i 1™ et P ™ Ml P Shums Dl I
Bt e rrreracify It e _m
T - [ ] Taghel b md fald
f [LE--Ti
of o & Derpra
J Fieomsl
L achore: Prrvogm Lamai: Pt (154 Eumer Tirs “ofuc g 2815 8617 BT 30000 200

The PIX Device Manager will display.
Click Tools.

© EbixExchange Australia Pty Ltd
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Command Line Interface [ %] I

— Command Line Interface

Type a command to be sent directly to the PI. For command help, tpe a command followed by &
question mark. If ou make changes ta the PIx, click the Refresh icon to reload the changed configuration
into PDM. To make the changes permanent, uge the Filex'write Configuration to Flash menu option to save
the configuration to flash.

— CLI Command

™ Subcommand

Emmanet |conduit permit icmp any any

Subeammatd: |

Responge:

Send Clear Screen | tultiple Line Command... |

Cloge | Help |

Type Conduit permit icmp any any on the command line and click Send.

© EbixExchange Australia Pty Ltd Page 2



Installation

Command Line Interface

— Command Line Interface

Type a command to be sent directly to the PI. For command help, tpe a command followed by &

the configuration to flash.

question mark. If ou make changes ta the PIx, click the Refresh icon to reload the changed configuration
into PDM. To make the changes permanent, uge the Filex'write Configuration to Flash menu option to save

— CLI Command

™ Subcommand

Caommand:

Responge:

Fiesult of Pl command: “conduit permit icrmp any any'

The command has been sent ta Pl

tultiple Line Command... |

Clear Screen |

Cloge | Help |

Click Close.

isco PIX Device Manager 2.0 - 192.168.1.1

File: Options  Tools  ‘Wizards Help
Cisco Srsrems
r— r=y = )
HEEFAANASEREE @EH .2
Access Rules ] Tianslation Rules ] WP ] Hoste/Metworks ] System Pmpellieﬂ Monitaring ]
Categories
 Interfaces
— # Failover Select an interface from the table to edit its parameters.
¥ Routing
— % DHCP Server Enabled [Hardware ID | Speed  |nterface Mame [Security Level IP Address Subnet Mask
E¥ PlX Administration —
& ¥ Logging Yes ethernetl 1 Ofull inside 100 19216811 255.255.255.0
B aih Yes ethernetd 10baset outside 0 DHCP DHCP
— # URL Filtering
— # Auta Update
B+ |nbrusion Detection
B ¥ Advanced
B Multicast
— # History Metrics
] 3
Reset Edit
: [ B

User. <admin: Frivilege Level: MA [15]

Pl Time: 228515 UTC Tue Aug 27 2002

Select the System Properties tab.

© EbixExchange Australia Pty Ltd
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Installation

Highlight the outside entry and click Edit.

Edit Interface I
Hardware |D: ethernetl
¥ Enable Interface Speed: I 10baset j‘
Irterface Mame: outside Security Level: ’D—
— IF Address
€ Static |P &ddress @ |Jse DHCP " Use PPPoE

The interface automatically gets itz IP address using DHCP.

[v Obtain default route using DHCP

Retry Count:

1] 4 | Cancel | Help |

If using DHCP, click Use DHCP and click OK.
Proceed to Configuring the VPN.

If using Static IP Address, click Static IP Address and proceed to Using Static IP
Address.

If using PPPOE, click Use PPPoE and proceed to Using PPPOE.

© EbixExchange Australia Pty Ltd Page 4
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Using Static IP Address

When using an outside interface, you will need to enter a Static IP Address.

Edit Interface

Hardware 1D ethernetl
¥ Enable Interface

Interface Mame:

outside

Speed:

Secuty Level:

10baset

—

— IP &ddress
&+ Static IP Address " Use DHCP " Use PPPoE
P Address: 192168.0.65
Subriet Mask: 265, 265, 256.0 [*]
Ok ‘ Catcel ‘ Help ‘

Fill in the details for IP address and subnet mask for an outside interface.

Click OK to continue.

1 Cisco PIX Device Manager 2.0 - 192.168.1.1
File: Options  Tools ‘Wizards Help
Cisco Srsrims
Ny =y O 2
BEEEHXNESRE @H .
Access Rules 1 Tianslation Rules ] WPN Hoste/Metworks 1 System Prupellieﬂ Monitaring ]
Categories
= — Interfaces
— # Failover Select an interface from the table ta edit its parameters.
E ¥ Routing
— # DHEP Server Enabled [Hardware ID | Speed  [ntetface Name [Security Level | IP Address Subnet Mask
% Pl Administration —
& ¥ Logging Yes ethernet1 10full inside 100 19216811 265.265.256.0
B g Yes ethernetd 10baset autside 0 192.168.0.585 265.265.256.0
— # URL Filtering
— # Auta Update
¥ Intrusion D etection
E ¥ Advanced
= Multicast
— # History Metrics
4 3
Al oI Fesd =
e [ ¥
User. <admin: Privilege Level: MA [15] Pl Time: 23:02:05 UTC Tue Aug 27 2002

A default gateway is also required.

© EbixExchange Australia Pty Ltd
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Click Routing and select Static Route.

: Cisco PIX Device Manager 2.0 - 192.168.1.1
File Options  Tools  Wizards Help

Bl 5ave to Flash Needed Cisco Svstims

BEEAXAE D RE @l B2

Access Rules i Translation Rules | WPH 1 Hosts/Metworks | System Properties | Maonitoring ]
Categories
— Static Route
— % Interfaces
— # Failover
EF 4 Routing Specify static routes.
+ RIP
Ei i Route .
# Proxy ARPs Interface IF Address Metmask Gateway [P Metric Add |

— 4 DHCP Server

E ¥ Pl Administration

+ Logging

AL

— # URL Filtering 4
— % Auta Update

¥ Intrusion Detection
¥ Advanced

¥ Multicast

— # History Metrice
Resst
e [ s
Uszer: <admin: Frivilege Level MA [15] Pl Time: 23:08:35 UTC Tue Aug 27 2002
Click Add.
Add Static Route

outzide =]

Interface Hame

IP Address 0.000

132.168.0.1

Gateway [P

task : |D'D'D'D EI
Metnic 1

0k | Cancel | Help |

Enter 0.0.0.0 for the IP Address.
Enter the correct Gateway IP address.
Enter 0.0.0.0 for the Mask.

Click OK.

© EbixExchange Australia Pty Ltd Page 6
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i Cisco PIX Device Manager 2.0 - 192.168.1.1

File Options  Tools  Wizards Help
Hl Save to Flash Needed Cisco SvsTems

H o EE XS D @&E B .
1

Access Rules 1 Translation Rules 1 WPN 1 Hosts/Metworks 1 System Pmpellieﬂ onitoring
Categories
— Static Route
— # Interfaces
— # Failover
=& Routing Specify static routes.
E + RIP
* Proxy ARPs Interface |P Address Metmask Gateway P Metric | § :
— % DHCP Server outside 0.0.0.0 0.0.0.0 192.168.0.1 1
Edit

¥ Pl Administration

¥ Logging
B ¥ ALY
Delete

— # AL Filtering

— % Auto Update
 Intrusion Detection
¥ Advanced

= Multicast

— # History Metrics

Apply to PI< Fleset

e [

Fli Time: 23:03:25 UTC Tue Aug 27 2002

User: <adminz Privilege Level: M [15)

Click Apply to PIX to update the configuration.

Save Funning Configuration to Flash E

& Do pou want to zave the running configuration to flazh memony?

Apply o Pl Cancel

Click Apply to PIX again to confirm.

Page 7
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Using PPPOE

Edit Interface

By default, the interface gets itz IP address using PPPoE. Click the Advanced button to change
thiz. v'ou can alzo zpecify the PPPoE credentials here.

PPPaE Llser Mame: ’7 PPP &uthentication:
¢ PAP " CH&P " MSCHAP
PPPoE Pazzword: ’7
i [+ Obtain default raute using PPPoE
Canfirrn Pagaword: ’7

Advanced...

Hardware 1D: ethernetd
¥ Enable Interface Speed: |-|D':"5‘3'Et &
Interface Name: outside Security Level a
—IF &ddress
"~ Static IP Addiess {+ |Jze DHCP " ze PPPoE
The interface automatically gets itz 1P address using DHCP.
[+ Obtain default route using DHCP
Rety Count:
Ok | Cancel | Help ‘
When using PPPOE, select Use PPPOE.
Edit Interface
Hardware 1D: ethernetd
¥ Enable Interface Speed: |‘|D':"E'S'Et j
Interface Name: outside Security Level: a
—IF &ddiess
(" Static IP Address " Use DHCP * lse PPPoE

ok | Cancel | Help ‘

© EbixExchange Australia Pty Ltd
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Enter the PPPoE User Name, Passwords and PPP Authentication (usually CHAP).

Click Advanced (if required), or click OK.

Hardware 1D: ethernetd

|IP Address

" Specify an [P address

Edit Interface - PPPoE - Advanced

& Obtain [P address uzsing PPPoE

|EEdldiess: I

Stretli aslk I

QK. | Cancel

v

Help |

Advanced allows for an IP address to be specified, if required.

3.2 Testing Connection to the Internet

Ping the Internet from a PC; i.e. www.ebix.com.au or 202.12.184.1.

Ping replies should be received confirming that you can browse the Internet.

If you are

unable to access the Internet, reload the router and try again. Troubleshooting may be

required.

When Internet access has been established, proceed to the next section.

© EbixExchange Australia Pty Ltd
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VPN Installation Procedures
Cisco PIX501 Firewall Router

4  Configuring the VPN

Whilst still in the Cisco PIX Device Manager, select the VPN tab.

i Cisco PIX Device Manager 2.0 - 192.168.1.1
File FRules Search Options Tools Wizards Help

HeEE XD 2E | & H.

I[=] B3

Cisco Svstims

Access Rules ] Translation Rules ] ¥PH ] Hosts/Metworks ] Sustern Properties ] Monitaring
Categories
= & [PSec Easy YPN Remate

# |PSec Rules

# Tunnel Policy

# Transform Sets
E-a |KE

# Policies
# HAuthMode Config
# Preshared Keys
+ Certificate
=4 Remote Access
# Cisco VPN Client
+ L2TP/PPTP Client
# |P Poolz
— # YPN Syster Options

VFM Femote

Configure this feature to enable the Pl to act az an Easp YPM Remate device. The Pl can then form a VPR
tunnel with a Cisco WPN 3000 Concentrator, |05-based router, or P12 Firewall acting as an Easy WPN Server.

¥ Enable EaspPM Remote

Mode
Tﬁ' Client Mads

Graup Mame:

7 Mehwark Estension Mode

Iciscoipsecgrp

Lzer Mame:

Group Password: Uzer Password:

Confirm Pazsword: Confirm Passward:

Easy YPHM Server(s)

Easy YPH Server To Be Added

Add > |
IP Address: |202.1 2184137

[Delete |

Apply to Pl | Reset |

winipsectstd

[ ]

‘1

[+

User: <admir

Frivilege Level MA [15]

Pl Time: 22:46:45 UTC Tue Aug 27 2002

Select Enable Easy VPN Remote, and Client Mode.

Enter the following details:

Group Name

Group Password and Confirm Password

User Name

User Password and Confirm Password

IP Address

Click Add =>=.

Click Apply to PIX to continue.

Groupname (refer your Sunrise Configuration
Sheet)

Password (refer your Sunrise Configuration
Sheet)

Username (refer your Sunrise Configuration
Sheet)

Password (refer your Sunrise Configuration
Sheet)

VPN IP Address (refer your Sunrise
Configuration Sheet)

© EbixExchange Australia Pty Ltd
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5 Confirming VPN Access

To confirm that your VPN Access is established:

Click Start and Run.

Fun E]

- Type the name of a program, Folder, document, or
Inkernet resource, and Windows will open it Far you,

open: | cd| a

[ (8] 4 ][ Cancel ] [ Browse. ..

Type cmd and click oK

MWINNT' system32'cmnd.exe

Microsoft Windows 2888 [Uersion 5.680.2195%1
¢G> Copyright 1985-2808 Microsoft Corp.

Z:wrping 172.27.1.71
Pinging 172.27.1.91 with 32 hytez of data:

Reply from 172.27.1.91: bhytes=32 time=3ms TTL=254
Reply from 172.27.1.91: hytez=32 time=1lms TTL=254
Reply from 172_.27.1.91: hytez=32 time=2msz TTL=254
Reply from 172.27.1.91: hytes=32 time=1ms TTL=254

Ping statistics for 172.27.1.91:
Packets: Sent = 4, Received = 4, Lost = 8 (B
Approximate round trip times in milli-seconds:
Minimum = 1ms,. Maximum = 3mz. Average = 1ims

AR

Type ping 172.27.1.74
This should establish the VPN connection.

From the Cisco PIX Device Manager, select the Monitoring tab.

© EbixExchange Australia Pty Ltd Page 11



Confirming VPN Access

£Co PIX Device Manager 2.0 - 192.168.1.1

]

DHCP Client

— M PPPGE Client

VPN St
m|

M| |PSec VPN
L2TP
| PPTP

tg IPSec Tunrels
L2TR/PRTP
El-System Graphs

ols Blocks

% CPU

Failover

B Memomy
=l Connection Graphs

= Hlates

T“[ Perfman

g4 DS
EHEE} Interface Graphs
22 inside
£ outside

EI-EQVF;N Connection Graphs

Bangsce\laneous Graphs

File Options  Tools  Wizards Help
B Save to Flash Needed Cisco Systims
[e— - B
BEEFXALEDEE @& 8.2
Access Rules 1 Translation Rules 1 WPN 1 Hosts/Metworks 1 Sypstem Properties 1 Monitoring
Categories —IKE SAs
— [EFDM Log Each row represents one active IKE Security Association.
— M Secure Shell Sessions
Telnet Console Sessions
Uszer Licenzes Source IP Destination IP State
— M PO Users 192.168.0.9 20212184137 QM_IDLE

Fiefresh

Uszer: <adminz Frivile:

ge Level: Ma [15]

Fli Time: 22:53:05 UTC Tue Aug 27 2002

Select VPN Statistics, and IKE SAs.

Display of QM_IDLE indicates that ISAKMP tunnel is established.

Access Rules

0 PIX Device Manager 2.0 - 192.168.1.1
File: Options  Tools  ‘Wizards Help

BoEE XD ESD

] Tianslation Rules ]

@&

VPN

1

Hosts/Nebworks

B Save to Flash Needed

] System Properties W Monitoring

Cisco Srsrems

]

Categories
PDM Log

]|
=

MG ecure Shell Sessions

IPSecVPHs

Each row represents one IPSec 54, Select arow and click the View Details button to see details for that raw.

Interface | Local IP | Service | Remote [P |Bervice | Peer | Encap F'ki Decap PldErrUr Phis
outgide 192.168.0 0 10251102 00 20213218 0 0 1
outside 192.168.0 0/ 17227102 00 2021218 ] 1] 1
—MIPPPCE Cient outside 1722820 00 172274002 00 2021218 3 ] 1
EFEJVPN Statistics outside 192188.0 00 1BS677T.28 00 2021218 i i 1
outside 172.29.20 0/ 10251102 00 2021218 1] 1] 1]
outside 172.29.20 0/ 1B56777.2f 0D 2021218 1] 1] 1]
. ppTR
EHEJ VPN Conmection Graphs
tg IP5Sec Tunnels
L2TRP/PPTP
E Systemn Graphs
oits Blocks
% CPU
Failover
B Memary
Erias Connection Graphs
= Klales
Y Perfmon <
EFIS Miscellaneous Graphs
g IDs “fou can clear all of the counters
=2 nterface Graphs associated with [PSec security
B8} inside assocations by clicking the Clear Al
53} outside (s i Clear All Counters Refresh igw Details

User: <admit

Frivilege Level: MA [15]

Pl Time: 22:60:55 UTC Tue Aug 27 2002

Select 1Psec VPNs.

Entries on the screen indicate that the VPN tunnel is established.

© EbixExchange Australia Pty Ltd
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Confirming VPN Access

5.1 Isthe VPN Working Correctly?

To confirm that your VPN Access is working correctly:

Click Start and Run.

Fun E]

- Type the name of a program, Folder, document, or
Inkernet resource, and Windows will open it Far you,

open: | cd| a

[ (8] 4 ][ Cancel ] [ Browse. ..

Type cmd and click oK

i MWINNT  system32 cond.exe

Microsoft Windows 2808 [Uersion 5.00.2195%1
¢C)> Copyright 1985-2008 Microsoft Corp.
Lisrping 172.27.1.91

Pinging 172.27.1.91 with 32 bhytes of data:

Reply from 172.27.1.91: hytez=32 time=3ms TTL=254
Reply from 172.27.1.91: bhytes=32 time=1lms TTL=254
Reply from 172.27.1.91: hytez=32 time=2mz TTL=254
Reply from 172.27.1.91: hytez=32 time=1ms TTL=254

Ping statistics for 172.27.1.91:
Packetz: Sent = 4, Received = 4, Lost = 8 (B
Approximate round trip times in milli-seconds:
Minimum = 1ims, Maximum = 3mns,. Average = 1ms

AR

Type ping 172.27.1.91

If you you see more than one line beginning with Reply from... appear on the screen,
this indicates the vpn is responding and the test has been successful.

To perform a basic test to check access to web-based insurer products, perform the same
test above, typing ping 10.125.80.50

Again, if you you see more than one line beginning with Reply from... appear on the
screen, this indicates access to web-based insurer products may be possible.

© EbixExchange Australia Pty Ltd Page 13



Confirming VPN Access

5.2 Testing your Sunrise™ Exchange Connection

Whilst the tests run in 5.1 prove that your VPN Connections is responding correctly, they
do not necessarily prove that your PC can load the Sunrise™ Exchange insurer products.

To test that the products will load successfully, you will need to download a program
called 1PUtility.

Click on the following link:

http://www.ebix.com.au/files/zip/1PUtility.zip

File Download

Do you want to open or zave thiz file?

-% ] Mame:  IPULliky. zip
Type: WinZip File, 50.6 KB

From: v, ebix,com.au

Open ] [ Save ] [ Cancel

Always azk before apening thiz type af file

wihile filez from the Internet can be ugetul, zome files can potentially
harm your computer. [F you do not trugt the source, do not open or
zave thiz file. what's the nzk?

Click . 23 and save IPUtility.zip to a folder on your Desktop.

Double-click on 1PUtility.zip.

TPLItliEy zip

WinZip will display

-2 WinZip - IPUtility.zip mEx)

File Actions Opkions Help

[ Open Favorites Add Extract Encrypk Wigw CheckOut  Wizard

Type
Application

Highlight 1PUtility.exe and click Extract.

Select Desktop and click Extract.

© EbixExchange Australia Pty Ltd Page 14
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Confirming VPN Access

Double-click on IPUtility.exe.

®

IPUtlity .exe

The Sunrise™ Exchange Test Utility window will display

General Tests

T Sunrise™ Exc hange Test Litility E]

2 Test Product | ﬂ | Telnet

Please refer to the Sunrise Exchange VPN Tests.pdf for further instructions to run the
Web Product Test.

A No JVM Error message indicates you will need to download and install Java. This
download is available from http://java.com/en/download/manual.jsp.

Download and install the “Windows” file.

Re-run the IPUtility again and make sure it can now load the test product.

Note:

Please contact our Client Service Centre (CSC) on 1800 331 018 to run the Web

Product Test and advise them of the successful completion of the installation of
your VPN.

© EbixExchange Australia Pty Ltd Page 15
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Appendix A

Firmware Update for PIX501

Requirements

= TFTP server or TFTP server program supplied by Cisco

= PIX Firmware file, i.e. pixx622.bin

= PIX Device Manager 2.02 or later update file, i.e. PDM202.bin
= Pix console cable

Update Procedure

Connect PIX501 using the console cable to a PC, and setup HyperTerm or another serial
communications program at 9600BPS.

Reboot Pix501 and press escape or break.

# ser? - HyperTerminal !Em I
Fle Edit WYiew Call Transfer Help
D|=2| 53] =ls

Cisco Secure PIX Firewall BIOS (4.2) #6: Mon Aug 27 15:09:54 PDT 2001
Platform PIX-501
Flash=E28F640J3 @ 0x3000000

Use BREAK or ESC to interrupt flash boot.
Use SPACE to begin flash boot immediately.
Flash boot interrupted.

0: 18255 @ PCI({bus:0 dev:17 irg:9 )

1: 18255 @ PCI(bus:0 dev:18 irq:10)

Using 1: 182557 @ PCI(bus:0 dev:18 irq:10), MAC: 000a.8abd.7d5c
Use 7?7 for help.

monitor> address 192.168.1.1

address 192.168.1.1

monitor> server 192.168.1.2

server 192.168.1.2

monitor> file pix622.bin

file pix622.bin

monitor> timeout 10

timeout 10

monitor> tftp

tftp pix622 bin@192 168 . 1.2, . .

N K

Connected 0:08:12 oo dekect 9600 8-1-1 SCROLL  [CAPS [NUM  [Capture  [Print echo

At the Monitor Prompt, enter

Address 192.168.1.1 (or the address you prefer)

Server 192.168.1.2 (or the address you have configured for TFTP server)
File pix622.bin (Name of Pix firmware file)

TFTP

The firmware file will be loaded and will ask for confirmation to copy the file to flash.

Do you wish to copy the install image into flash? [n] y
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Installing to flash

Serial Number: 480380761 (0Ox1ca20759)

Activation Key: 760754d0 39162229 a4a0245f b5b87e80
Do you want to enter a new activation key? [n]
Writing 1540152 bytes image into flash...

The PIX is now ready with Firmware

Reload the PIX 501 and type the following command in enable mode. It should display
that it is ver 6.2.2 or later.

pixfirewall# sh ver

You need to update the PIX Device Manager, which provides the graphical interface to
2.0.2 or later.

You can enter the generic command and follow the prompts:

pixfirewall# copy tftp:192.168.1.2 pdm202.bin flash:pdm
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Upgrade Notes from Cisco

The following sections are extracts from the CISCO web site (www.cisco.com) on
procedures to upgrade the PIX501 firmware.

Entering Monitor Mode on a PIX 501, 506, 515, 525, 535

PIX devices that do not have an internal floppy drive come with a ROM boot monitor
program that is used for upgrading the PIX Firewall's image. Follow the instructions
below to enter monitor mode on these PIX devices.

Power cycle or reload the PIX. During boot-up you will be prompted to use BREAK or
ESC to interrupt Flash boot. You have 10 seconds to interrupt the normal boot process.

Press the ESC key or send a BREAK character to enter monitor mode.

If you are using Windows HyperTerminal, you can press the ESC key or send a BREAK
character by pressing Ctrl+Break.

If you are Telnetting through a terminal server to access the console port of the PIX, you
will need to press Ctrl ] to get to the Telnet command prompt. Then enter the send
break command.

The monitor> prompt is displayed.

Proceed to Upgrading the PIX Firewall from Boothelper or Monitor Mode.

Upgrading PIX Firewall from Boothelper or Monitor Mode

If you are upgrading your PIX Firewall from versions 5.0.x or earlier, to versions 5.1.x or
later, you will need to use the boothelper, or monitor mode method for the upgrade.

This is because before version 5.1, the PIX Firewall Software did not provide a way to
TFTP an image directly into the Flash. Starting with PIX Firewall Software version 5.1,
the copy tftp flash command was introduced to copy a new image directly into the PIX's
Flash.

Note:

If you wish to change the PIX Firewall's activation key (to add an additional
feature), you must install a new PIX image using the boothelper or monitor
mode method. You cannot use the copy tftp flash method to change the
activation key on the PIX Firewall.

Copy the PIX Firewall binary image (pixnnn.bin) to the root directory of the TFTP server.
For PIX Classic, 10000, 510 and 520s use the procedure for Creating a Bootable Diskette.

Use the boothelper file that most closely corresponds to the PIX image you are upgrading
to. Boot the PIX from the boothelper floppy to enter the boothelper mode.
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All other PIX devices (501, 506, 515, 525 and 535) do not contain a floppy drive;
instead, they have an internal boot monitor mode. Please refer to instructions for
Entering Monitor Mode on a PIX 501, 506, 515, 525 or 535.

Once in monitor or boothelper mode, you can use the ? key to see a list of available
options.

Type interface number

The interface command specifies which PIX interface the TFTP server is connected out of.
The default is interface 1 (inside).

Note:

The PIX Firewall cannot initialize a Gigabit Ethernet interface from monitor or
boothelper mode. Use a Fast Ethernet or Token Ring interface instead.

address pix_interface ip_address

The address command specifies the IP address of the PIX Firewall unit's interface.
server tftp_server_ip_address

The server command specifies the TFTP server's IP address.

file filename

The file command specifies the filename of the PIX Firewall image.

ping tftp _server_ip_address

Ping the server to verify accessibility. If this command fails, double-check your cables,
IP address of the server and of the PIX, and IP address of the gateway (if needed). The
pings must succeed before you can continue.

Note:

Use the gateway command to specify the IP address of a router gateway
through which the server is accessible:

gateway ip_address of the gateway interface

Type tftp to start the download of image from the TFTP server.

After the image downloads, you are prompted to install the new image.
Enter y to install the image to Flash.

When prompted to enter a new activation key, enter y if you wish to enter a new
activation key, or n to keep your existing activation key. See Upgrading the Activation
Key for more information about the activation key and how to obtain a new one.

If you used the boothelper mode, you are prompted to remove the boothelper diskette.
You have 30 seconds to remove the diskette before the PIX automatically reboots.

© EbixExchange Australia Pty Ltd Page 19


http://www.cisco.com/warp/public/110/#monitor
http://www.cisco.com/warp/public/110/#ActivationKey
http://www.cisco.com/warp/public/110/#ActivationKey

Appendix B

Please remove the diskette now. Once the PIX reboots it will load the new image from
Flash.

This completes the upgrade process.

Once the PIX has been upgraded to 5.1 or later, it is no longer necessary to use a floppy
diskette to load new images onto the PIX.

Starting with PIX Software version 5.1, the copy tftp flash command allows you to
TFTP your new PIX image directly to the PIX from a TFTP server. Refer to the PIX
Command Reference for further details.

Sample Upgrading the PI1X Firewall from Boothelper or Monitor Mode

monitor> interface 1

0: 18255X @ PCl(bus:0 dev:14 irq:10)
1: 18255X @ PCl(bus:0 dev:13 irq:11)
Using 1: 182557 @ PCI(bus:0 dev:13 irqg:11), MAC: 0002.b945.a23c
monitor> address 172.18.124_154
address 172.18.124_154

monitor> server 172.18.125.3

server 172.18.125.3

monitor> file pix611.bin

file pix61l1.bin

monitor> ping 172.18.125.3

Sending 5, 100-byte Oxcde2 ICMP Echoes to 172.18.125.3, timeout is 4
seconds:

Success rate is 100 percent (5/5)
monitor> tftp

tftp pix611.bin@l72.18.125.3
Received 2562048 bytes

Cisco Secure PIX Firewall admin loader (3.0) #0: Tue Dec 517:35:46
PST 2000

System Flash=E28F128J3 @ OxFFfO0000

BI10S Flash=am29f400b @ 0xd8000

Flash version 6.1.1, Install version 6.1.1

Do you wish to copy the install image into flash? [n] y
Installing to flash

Serial Number: 480380761 (0Ox1ca20759)

Activation Key: 760754d0 3962229 a4a0245f b5b87e80

Do you want to enter a new activation key? [n] n
Writing 2469944 bytes image into flash...
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Upgrading PIX Firewall from Version 5.1.1 or Later

If the PIX Firewall is running PIX Software versions 5.1.1 or later, you can use the copy
tftp flash command to download a software image with TFTP. The copy tftp flash
command can be used with any PIX Firewall model running PIX Software versions 5.1.1
or later. The image you download is made available to the PIX Firewall on the next reload
(reboot). For more information on this command refer to the PIX Command Reference.

Note:

If you wish to enter a new activation key into the PIX Firewall, you need to
follow the instructions for Upgrading the PI1X Firewall from Boothelper or
Monitor Mode.

Using the copy tftp flash Command to Upgrade the PIX

Copy the PIX Firewall binary image (pixnnn.bin) to the root directory of the TFTP server.
From the PIX prompt, issue the copy tftp flash command.
Enter the remote host IP address.

Enter the PIX binary filename (has the pixnnn.bin name format).

Type yes.
Sample Upgrading the PIX Firewall with the copy tftp flash Command

pixfirewall# copy tftp flash

Address or name of remote host [127.0.0.1]? 172.18.125.3
Source file name [cdisk]? pix611.bin

copying tftp://172.18.125.3/pix611.bin to flash
[yes|no]again]? yes

Received 2562048 bytes.
Erasing current image.

Writing 2469944 bytes of image.
frrrnnpnnpnnpnnpnnnnnnnnnnnnRRnnRRnRRnnRRLRRIRLINRLLNRLInNLInLLInLn I

Image installed.

pixfirewal I1#

Upgrading PIX Devices in a Failover Set with Minimal Downtime

To use this procedure, the PIX devices must be running PIX Software versions 5.1.x or
later. These instructions are valid for all PIX devices that are capable of running in a
failover set. For more information about failover, see How Failover Works on the Cisco
Secure PIX Firewall.

Two different options are listed below for upgrading your PIX with minimal downtime.
The first option is the safest way to upgrade your failover set. If anything goes wrong
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with the upgrade process, you would always have one operational PIX to pass your
network traffic. The second option is simpler, but riskier. The risk resides in the
possibility that the new image loaded on the PIX devices is corrupt in some way. Both
options are presented so that you can choose the best method for your specific network.

Option 1

Copy the PIX Firewall binary image (pixnnn.bin) to the root directory of the TFTP server.
Power off the Primary (this causes the Secondary to become active).

Disconnect all cables from the Primary (including failover cable).

Power on the Primary and attach a PC with a TFTP server on it.

Use copy tftp flash to upgrade the Primary.

Reload the Primary and verify the new version and configuration.

Power off the Primary.

Reconnect all cables back to the Primary.

Quickly power off the Secondary, and then immediately power on the Primary (Your
downtime will occur while the Primary is booting up).

Once the Primary is up, it will be active and passing traffic.
Repeat steps above for the Secondary PIX.
Power on the Secondary; it comes up as Standby.

Both PIX devices are now running the upgraded version and are back to normal
operation.

Option 2

Copy the PIX Firewall binary image (pixnnn.bin) to the root directory of the TFTP server.
Use the copy tftp flash command to copy the new PIX image to the Primary PIX.

Use the copy tftp flash command to copy the new PIX image to the Secondary PIX.
Power off both PIX devices.

Power on the Primary PIX.

Wait 10 Seconds (to ensure that the Primary PIX becomes the Active PIX).

Power on the Secondary PIX. It will come up at Standby.
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Both PIX devices are now running the upgraded version and are back to normal
operation.

Upgrading the Activation Key

There are a couple of reasons that you may need to upgrade the activation key on your
PIX.

=  Your PIX does not currently have VPN-DES or VPN-3DES encryption enabled.
Note:

VPN-DES encryption must be enabled for you to manage your PIX using PIX
Device Manager (PDM). Regqistered users may obtain a free 56-bit VPN-DES
activation key by completing the PI1X 56-bit License Upgrade Key form. VPN-
3DES activation keys must be purchased through your local reseller or Cisco
sales representative.

= Your PIX currently does not have failover activated.
= You are upgrading from a connection-based license to a feature-based license.

If you fall into one of the above categories and have obtained a new activation key for
your PIX, the next step is to connect to your PIX, issue the show version command,
and save the output to a text file. The output of the show version command contains
your existing version, serial number, and activation key. You will need this information if
there are any problems upgrading your activation key.

The PIX activation key based on the PIX's serial number and is therefore unique for each
PIX. The activation key tells the PIX what features it is licensed for. The serial number of
your PIX is saved in Flash, so if you replace the Flash card in your PIX, then your PIX will
have a new serial number (different from the number shown on the sticker on the
outside of the box). Always use the serial number displayed in the output of the show
version command.

PIX Devices Running Versions 6.1 and Earlier

If your PIX is currently running version 6.1 or earlier, follow the instructions in Upgrading
the PIX Firewall from Boothelper or Monitor Mode.

PIX Devices Running Versions 6.2 and Later

If your PIX is currently running version 6.2 or later, use the activation-key command to
change your activation key. See the PIX Command Reference for more information.

Sample Upgrading the Activation Key on a PIX Running Versions 6.2 or Later

pixFfirewall(config)# activation-key 54bf4b80 b7237e20 05022c63 £09e3302
Updating flash.._Done.

Serial Number: 480490644 (0Ox1ca3b494)

Flash Activation Key: 0x54bf4b80 0xb7237e20 0x05022c63 0xf09e3302
Licensed Features:

Failover: Enabled
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VPN-DES: Enabled
VPN-3DES: Enabled
Maximum Interfaces: 10

Cut-through Proxy: Enabled

Guards: Enabled
URL-filtering: Enabled
Inside Hosts: Unlimited
Throughput: Unlimited
IKE peers: Unlimited

The flash activation key has been modified.

The flash activation key is now DIFFERENT from the running key.
The flash activation key will be used when the unit is reloaded.
pixFfirewall (config)#

pixFfirewall (config)#reload

Installing PDM
To install PDM:

Check the PIX Firewall software version running on your PIX Firewall unit. If your PIX
Firewall is new and was shipped with PIX Firewall software version 6.0 or higher, then
PDM should already be loaded into the Flash memory of your unit, and you can skip the
next three steps.

Ensure that you have a TFTP server installed that you can use and that you meet all
requirements listed in Getting Started. For example, the PIX Firewall unit must be
running PIX Firewall software version 6.0 or higher and have a DES or 3DES activation
key to use PDM.

For information on installing and using TFTP, refer Using a TFTP Server.

Set up your PIX Firewall hardware according to the directions provided with your unit.

Ensure that you have a Cisco Connection Online (CCO) account. You need a CCO
username and password to download PDM software. If you do not have a CCO account,
go to http://www.cisco.com/reqister/, click the word REGISTER on the menu bar, and
follow the prompts presented.

You can download the PDM software from Cisco Connection Online or by FTP.
Caution:

Ensure that PIX Firewall software version 6.0 or higher is installed on your PIX
Firewall before installing PDM. If you do not already have PIX Firewall software
version 6.0 or higher installed, stop now and install this first; continue only
after PIX Firewall software version 6.0 or higher is installed and running on
your PIX Firewall. For Instructions on how to install PIX Firewall software refer
Cisco PIX Firewall Installation Guide.

Option 1

© EbixExchange Australia Pty Ltd Page 24


http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_61/pdm_ig/pdm_strt.htm#97510
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_61/pdm_ig/pdm_apb.htm#56843
http://www.cisco.com/register/
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/

Appendix B

To install PDM from Cisco Connection Online (the Web):

Go to http://www.cisco.com using a web browser.

On the menu bar, click LOGIN.

Enter your CCO username and password and click OK.

Enter http://www.cisco.com/cgi-bin/tablebuild.pl/pix in the web address
area of your web browser and press the Return or Enter key on your keyboard.

(If you are prompted again for a username and password, enter your CCO
username and password.)

Find the section titled "Select a File to Download" on the Cisco Secure PIX Firewall
Software page (http://www.cisco.com/cgi-bin/tablebuild.pl/pix), click
pdmnnn.bin (where nnn represents the PDM software image version that you
want to install) and follow the instructions presented.

Option 2
To install PDM using FTP:
Set your FTP client for passive mode.

Start your FTP client and connect to cco.cisco.com. Enter your CCO username
and password when prompted.

Enter the command cd cisco.
Enter cd internet and then cd pix to access the PIX Firewall software directory.

Copy the pdmnnn.bin file (where nnn represents the PDM version) to a folder
where it can be accessed from your TFTP server. (You can use the Is command to
view the directory contents.)

To download PIX Firewall and PDM documentation, enter cd documentation,
locate the .pdf files for the documents you want, and copy the files to your
workstation. (Files with the .pdf file extension are viewed with Adobe Acrobat
Reader, which is free and available at
http://www.adobe.com/prodindex/acrobat/readstep.html.)

Enter quit to exit.

If you already have a console connection to your PIX Firewall unit, skip to the next step.
Otherwise, use the following steps to set up a console connection:

Power off your PIX Firewall unit.

Connect the serial port of a Microsoft Windows workstation to the console port of
the PIX Firewall with the serial cable supplied in the PIX Firewall accessory Kit.

Power on the PIX Firewall unit. If a failover PIX Firewall unit is present, configure
the primary unit first.

© EbixExchange Australia Pty Ltd Page 25


http://www.cisco.com/
http://www.cisco.com/cgi-bin/tablebuild.pl/pix
http://www.cisco.com/cgi-bin/tablebuild.pl/pix
http://www.adobe.com/prodindex/acrobat/readstep.html

Appendix B

Locate the Windows HyperTerminal accessory by looking for it on the Windows Start

menu. It is usually located un

Programs>Accessories>Communications>HyperTerminal.

Click HyperTerminal to open the New Connection window; the Connection
Description dialog box appears in the center of the window.

Enter a name for the connection and click OK.

der

In the Connect To dialog box, do not enter an area code or phone number. Leave these

boxes blank.

Select Direct to Com 1 in the Connect using field (unless you are using another serial

port to connect) and click OK

Next, set the values in the following table:

Field Name Value to Set
Bits per second || 9600

Data bits 8

Parity None

Stop bits 1

Flow control Hardware

Click OK to continue.

The HyperTerminal window is now ready to receive information from the PIX Firewall

console. Wait 30 seconds for the PIX Firewall startup messages to display. These
messages should appear similiar to the following:

booting....
PhoenixPICOBIOS 4.0 versi

Copyright 1985-1998 ABC Technologies Ltd.

All Rights Reserved

Build Time:04/27/01 17:08
Polaris BIOS Version 0.09
CPU = Pentium with MMX 6
640K System RAM Passed
63M Extended RAM Passed

on 6.0

34

00 MHz
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0512K Cache SRAM Passed

System BIOS shadowed

limit segment address:EFE5

Cisco Secure PIX Firewall BIOS (4.0) #0:Mon Sep 13 13:28:49 PDT 2000
Platform PI1X-515

Flash=i128F640J5 @ 0x300

Use BREAK or ESC to interrupt flash boot.

Use SPACE to begin flash boot immediately.

Reading 2011648 bytes of image from flash.

64MB RAM

Flash=i128F640J5 @ 0x300

BIOS Flash=AT29C257 @ Oxfffd8000

mcwa 182559 Ethernet at irq 11 MAC:00aa.0000.000f
mcwa 182559 Ethernet at irq 10 MAC:00aa.0000.0010

If it takes more than a minute for the PIX Firewall command prompt to appear, press the
Enter key. If it still does not appear, power off the PIX Firewall and ensure that the serial
cable is attached to COM1 and not to COM2, if your computer is so equipped. Power the
PIX Firewall back on and try to connect again.

If garbage characters appear, reset the Bits per second to 9600 and try to connect
again.

If your PIX Firewall unit is being run for the first time, enter the enable command. When
prompted, enter the enable password if there is one.

Start your TFTP server. If you need to obtain a TFTP server or more information on using
one, refer to Using a TFTP Server.

Determine the IP address of the computer running the TFTP server. If you are not sure
how to do this, refer to Determining the IP Address of Your TFTP Server in Using a TFTP
Server.

Load the PDM image file into the PIX Firewall by entering the following at the command
prompt:

pixFfirewall# copy tftp://Your TFTP_Server_IP_Address/Your_pdmfile_name
flash:pdm

Or you can enter the generic command and follow the prompts:

pixFfirewall# copy tftp flash:pdm

Enter configuration mode by entering the following at the command prompt:

pixfirewall# configure terminal

pixFfirewall (config)#
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