-\ &
sunrise | EBIx
v RUSTR!LIQ

Windows XP Service Pack 2

Cisco Software Client VPN

EbixExchange Confidential and Proprietary

This document and the information contained therein are confidential to and the property of EbixExchange
Australia Pty Ltd. This information is made available to Sunrise customers for the sole purpose of conducting the

company’s business and is not to be disclosed without prior written consent. All rights reserved.




Windows XP Service Pack 2
Cisco Software Client VPN

© EbixExchange Australia Pty Ltd 2008

Disclaimer:

Every effort has been made to provide accurate and complete
information. However, EbixExchange Australia Pty Ltd assumes
no responsibility for any direct, indirect, incidental or
consequential damages arising from the use of the information
in this document. Data and case-study examples are intended
to be fictional.

Copyright:

No part of this publication may be reproduced in any form, or
stored in a database or retrieval system, or transmitted or
distributed in any form by any means electronic, mechanical
photocopying, recording, or otherwise without written
permission from EbixExchange Australia Pty Ltd.

This manual was produced using Windows XP Professional and
Microsoft Word 2003

Last Updated: 18/03/08



Table of Contents

INETOAUCTION ...ttt et st e b e et e s b e e eabeeenees 1
Deactivating WINAOWS FIF@Wa ...........cccoiiiiiiiieiiie e 1
Configuring the VPN and WIindows Firewall ............ccccooiieiiiiiie e seee e 2
3.1 BefOre YOU BEQIN ....uoiiiciii ettt 2
3.2 Configure the VPN Client tO USE€ UDP..........ccccoocuiiie i 3
3.3 Adding an Exception to Windows Firewall..............cccccevviieiiiiiiie s 5

Adding a Program EXCEPLION.........cc.eie ittt e e s e s saee e 5

YAXe [0 [1aTe [l ado] g ff =o' (oT=Y o] 1] 0] o 1< USRS 8



Windows XP Service Pack 2
Cisco Software Client VPN

1 Introduction

Microsoft has released a major security update for Windows XP called Service Pack 2. This
update contains many fixes and enhancements to increase security on Windows XP. For
more information on the features added in Service Pack 2, please refer to the Microsoft
website http://www.microsoft.com/windowsxp/sp2/features.mspx.

As a result of installing Windows XP Service Pack 2, the Windows Firewall is switched on by
default. This firewall automatically blocks certain incoming and outgoing connections from
establishing, including the Cisco Software Client VPN used by Sunrise™ Exchange.

EbixExchange has conducted internal testing to establish a solution to the blocking of the
Cisco Software Client VPN by the Windows Firewall. From the results of our internal testing,
we are able to offer the following options to help overcome this issue.

© EbixExchange Australia Pty Ltd Page 1


http://www.microsoft.com/windowsxp/sp2/features.mspx

Windows XP Service Pack 2
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2 Deactivating Windows
Firewall

You may already have existing firewalls in place on individual PC’s, your network, or your
router. At your computer technician’s discretion, you may decide that you do not wish to
use the firewall that comes with Windows XP.

If this is the case, your technician may switch the Windows Firewall off by completing the
following:

Click Start and select Control Panel.

Double Click on Windows Firewall. The following window will appear:

= Windows Firewall

General |E:-cu:eptiu:un$ Advanced

: Firewall 1z helping to pratect

Windows Firewall helps protect your computer by preventing unauthonzed users
from gaining access to pour computer through the Intemet or a network.

@ (*)i0n [recommended}

Thiz zetting blocks all autzide sources fram connecting ta this
computer, with the exception of thoze zelected on the Exceptions tab.

[JDon't allow exceptions

Select thiz when you connect to public netwarks in lezs secure
lozationz, such as airportz. vou will not be notified when Windows
Firewsall blocks programs. Selectionz on the E sceptionz tab will be
ighored.

@ () OFf [not recommended]

Avoid uzing thiz zetting. Turming off *Windows Fireseall may make this
computer more vulnerable to viruses and intruders.

Wihat elze should | know about Windows Firewall'?

Ok, ] [ Cancel

Select Off and click OK.

You should now find the VPN Client will be able to connect.
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3 Configuring the VPN and
Windows Firewall

If you wish to have Windows Firewall activated, it is possible to configure the Cisco Software
Client VPN and Windows Firewall to allow the VPN to connect.

3.1 Before You Begin

Before you can begin, you will need to know which version of the Cisco Software Client VPN
you are running.

To check your Cisco VPN client version, double click on your VPN icon.

If the following screen appears, your VPN version is 3.6.

# Cisco Systems ¥PN Clienk

Gisco SrsTeEms

Connection Entry:

Surrnize "I

Hoszt name or IF address of remote servern:
20212184137

Cloze |

I:anect

Alternatively, if your screen looks similar to the one below, your VPN version is 4.0.1.or
higher.
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Configuring the VPN and Windows Firewall

# ¥PN Client - Yersion 4.0.1 {Rel}

Connection Entries Status Cerkificates Log Options Help

=10l x|

r £=
E'ﬁ Cisco SYSTEMS

Connect R Impart b odify Delete

Connection Entries IEertificates I Log I

| Caonnection Entry | Host I Trangport

4]

Sunrise 20212184137 IPSec/TCP

| Mot connected. |

3.2 Configure the VPN Client to use UDP

In order to use the Cisco Software Client VPN in conjunction with the Windows firewall, the

Cisco Software Client VPN must be configured to use the UDP protocol.
VPN Client v4.0.1 (or above):

Start the VPN Client.

# VPN Client - Version 4.0.2 (4)

Connection Entries  Status Certificates Log Options Help
s W@ @ A X
o3 B
Connect Meww | mipork b cdify Delete

Connection Entries lCertificates ] Log ]

S[=1/¢9

Cisco SYsTEMS

| Connection Entry | Host Transport |
Sunrise 20212184137 IPSec/UDP
Sunrize 2 20212184137 IPSec/UDP

Mot connected.

Click Modify.

© EbixExchange Australia Pty Ltd

Page 3



Configuring the VPN and Windows Firewall

@ YPN Client | Properties for, “Sunrise”

Connection Entry: |S unrise

Description: |

Host | 20212184137

Authertication |

v Enable Transparent Tunneling
(v |PSec over UDP [ MAT / PAT |
" IPSec over TCP TCP Part: 10000

v Allaw Local LA Access
Peer rezponze limeout [seconds) |90

lBackup Senvers ] Dial-Up ]

Eraze zer Pazzword |

Save |

Cancel

Click Transport.

Ensure that IPSec over UDP (NAT / PAT) is selected.
Click Save.

VPN Client v3.6 users:

Start the VPN Client.

#| Cisco Systems ¥PN Client

Gisco Systems

Connection Entry:

Sunrize

Host name or |P address of remate server:

|20212.184.137

LCloze
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Configuring the VPN and Windows Firewall

Click on Options, and select Properties.

x)

Properties for, Sunrise

General l Athentication ] Connections ]

Enter a dezcription of thiz connection entry [optional):

[v Enable Tranzparent Tunneling
i+ Allow IPSec over UDP [NAT/PAT];
" Usze IPSec over TCP [MAT/PAT Firewall)

T

[v Allow local LA access

Peer rezponge timeout: |90 [20 - 420 zecondsz)

Ok | Cancel Help

Select the Authentication tab.
Ensure that Allow IPSec over UDP (NAT / PAT) is selected.

Click OK.

3.3 Adding an Exception to Windows Firewall
Note:

If you are using Cisco VPN Client 4.0.2(a), you do not need to perform the following
steps. You should find that the VPN Client should now connect successfully.

For all other versions of the Cisco VPN Client, the Windows Firewall must be configured to

allow the VPN Client to pass through. You will need to try one (or both) of the following
methods.

Adding a Program Exception

Click Start and select Control Panel.

Double Click on Windows Firewall. The following window will appear:
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Configuring the VPN and Windows Firewall

== Windows Firewall

General |E:-cu:eptiu:un$ Advanced

: Firewsall iz helping to prote

YWindows Firewall helps protect your computer by preventing unauthonized users
from gaining access to pour computer through the Intemet or a network.

@ {(*)!0n [recommended}

Thiz zetting blocks all autzide sources fram connecting ta this
computer, with the exception of thoze zelected on the Exceptions tab.

[JDon't allow exceptions
Select thiz when you connect to public netwark s in lezs secure
lozations, such as airportz. Vou will not be notified when Windows

Fireveall blocks programsz. Selectionz on the E sceptionz tab will be
ignored.

@ () OFf [not recommended]

Ayoid wzing thiz setting. Turming off “Windows Firewall may make this
computer more vulherable to viruzes and intruders.

Wwihat elze should | know about Windows Firewall'?

0k, ] [ Cancel

Select the Exceptions Tab.
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Configuring the VPN and Windows Firewall

== Windows Firewall

General | Erceptions | Advanced

Wiindows Firewall iz blocking incoming network, connections, except for the
pragrams and services selected belaw. Adding erceptions allows zome pragranms
to wiork, better but might increaze your gecurity rizk.

Programs and Services:

M arne

[JFile and Printer Sharing
Remate Azsistance

[J Remate Desklop
SBDESE,

UDP 10000

UDP 4500

DP 500

[ UPnP Framework,

| addProgiam.. | [ AddPor. ||  Edi.

Dizplay a notification when Windows Firewall blocks a program

Wwihat are the risks of allowing exceptions?

0k ] [ Cancel

Click Add Program.

Add a Program E

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to zearch far one that iz nat listed.

Programs:

{25et MTL

18l Solitaire

(& spider Salitaire

E Terminal Services Client
Ej‘ rirnztall

% Uninstall Zoneslamn
] irusS can

|2

WEM Client

W winBEAT
ﬂ Windows Messenger —
CwirZip 8.1

[

Path: |E:'\F'ru:ugram FilezhCizzo SystemsyPM Elient'\ip| [ Browse. . ]

] [camoa ]
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Configuring the VPN and Windows Firewall

Look for VPN Client in the list of installed programs. If it exists, select it, and click OK.
Proceed to the next step.

If VPN Client does not appear in the list, click Cancel. Proceed to Adding Port Exceptions
section for further instruction.

You should now see VPN Client (with a tick beside it) listed under the Programs and
Services section of the Exceptions window.

Click OK.

Attempt to connect to the VPN again. If you are still having difficulties connecting, proceed
to Adding Port Exceptions section for further instruction.

Adding Port Exceptions

Click Start and select Control Panel.

Double Click on Windows Firewall. The following window will appear:

== Windows Firewall

General | Exceptions | &dvanced

irewall iz helping to prote

YWindows Firewall helps protect your computer by preventing unauthonized users
from gaining access to pour computer through the Intemet or a network.

@ {(*)!0n [recommended}

Thiz zetting blocks all autzide sources fram connecting ta this
computer, with the exception of thoze zelected on the Exceptions tab.

[JDon't allow exceptions

Select thiz when you connect to public netwark s in lezs secure
lozations, such as airportz. Vou will not be notified when Windows
Fireveall blocks programsz. Selectionz on the E sceptionz tab will be
ignored.

@ () OFf [not recommended]

Ayoid wzing thiz setting. Turming off “Windows Firewall may make this
computer more vulherable to viruzes and intruders.

Wwihat elze should | know about Windows Firewall'?

0k, ] [ Cancel

Select the Exceptions Tab.
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Configuring the VPN and Windows Firewall

== Windows Firewall

General | Erceptions | Advanced

Wiindows Firewall iz blocking incoming network, connections, except for the
pragrams and services selected belaw. Adding erceptions allows zome pragranms
to wiork, better but might increaze your gecurity rizk.

Programs and Services:

M arne

[JFile and Printer Sharing
Remate Azsistance

[J Remate Desklop
SBDESE,

UDP 10000

UDP 4500

DP 500

[ UPnP Framework,

| addProgiam.. | [ AddPor. ||  Edi.

Dizplay a notification when Windows Firewall blocks a program

Wwihat are the risks of allowing exceptions?

0k ] [ Cancel

Click Add Port.

Add a Port X

Uze theze zettings to open a port through ‘Windows Firewall. To find the port
number and protocol, consult the documentation for the program or zervice you
want to use.

e |UDP 4500 |

Port number: |45':":' |

(@RI & UpP

“What are the risks of opening a port?

) [(coes

Enter UDP 4500 in the Name field.
Enter 4500 in the Port number field.
Select UDP.

Click OK.
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Configuring the VPN and Windows Firewall

Repeat above, until all three of the following ports have been added:
UDP 4500

UDP 500

UDP 10000

When complete, all three ports should now appear under the Programs and Services window
with a tick beside them.

== Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz blocking incoming network, connections, except for the
pragrams and services selected belaw. Adding exceptions allows zome progranms
to work, better but might increaze wour security rigk.

Programs and Services:

Marne

[JFile and Prirter Sharing
Remate Azsistance

[ Remate Deskiop
SBDESK

UDP 10000

LDP 4500

DP 500

O UPKP Framewark

| 4ddProgiam.. | [ AddPor. ||  Edi.

Dizplay a natification when Windows Firewall blocks a program

Wwihat are the risks of allowing exceptions?

0k ] [ Cancel

Click OK.

Attempt to connect to the VPN again.
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