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Sunrise™ Exchange
Connection Troubleshooting

1 Introduction

This document provides assistance with problems encountered when establishing a
connection to Sunrise™ Exchange.

When using Sunrise™ Exchange and you require assistance, please ensure you contact
the Client Service Centre (CSC) on 1800 331 018 or by email csc@ebix.com.au.
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2 Check Internet Connectivity

There are a variety of reasons why a connection to Sunrise™ Exchange may fail.
However, the first component you should always check is your Internet connectivity.

To check your Internet connectivity:

Click Start and Run.

Fun

= Type the name of a program, folder, document, ar
Internet resource, and Windows will open it for wou,

Open: | cmd w

[ oK ][ Cancel ][ Browmise...

Type cmd and click | ok

C:W WINNT Sy stem32h cmd.exe

Microsoft Windows 2088 [Version 5.08.21951]
(G Copyright 1985-28680 Microsoft Corp.

C:s>ping 282 .12.184.137
Pinging 282.12.184.137 with 32 hytes of data:

Reply from 202.12.184.137: hytes=32 time<i8msz TTL=128
Reply from 202.12.184.137: hytes=32 time=20msz TTL=128
Reply from 2082 _.12_184_4137: hytes=32 time<iBms TTL=128
Reply from 2082 _.12_184_137: hytes=32 time<iBms TTL=128

Ping statisztics for 282_.12_184_.137:

Packetz: Sent = 4. Heceived = 4, Lost = B (8% loszs),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 2@ms,. Average = bLms
Cona

Type ping 202.12.184.137 and press Enter.

If you get 4 replies (similar to above), this indicates your Internet connection is up and
running. In addition, it is important that the reply time is not consistently above 200ms.

Note:

Some networks may have disabled the ‘ping’ command. If the ping command is
not successful (you do not get 4 successful replies), another test is to try
loading a web page through Internet Explorer. Frequently visited pages may
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Check Internet Connectivity

load from memory or “cache”, so try to load a page like www.smh.com.au and
check it displays today’s date & time.

If connection to the Internet fails, please contact your computer technician or Internet
Service Provider for further assistance.

If the Internet connection appears to be running okay, the next step is to try and connect
the VPN.
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3 CISCO Client Software VPN
Errors

Outlined below are a variety of Cisco Client Software VPN errors. An example of the
error is shown, along with an explanation and possible solutions for each error.

3.1 Failed to establish a secure connection to the
security gateway

Connecting to 202.12.184.137

% Failed to establizh a secure connection ko the
zecLunty gatewal,

Connection History

Initializing the connectior... ;I
Contacting the gateway at 202.12.184.137...

Failed to establizh a secure connection to the security
gateway. ¥

= Your Internet Connection may be down.

This error usually indicates that you do not have Internet connectivity on your computer.
Try following the steps in the Check Internet Connectivity section.

= It may be a temporary PC issue.
If the problem is occurring only on your computer, try restarting your computer.
= Your Group Access Information may be incorrect.

If the error still occurs after restarting, try following the steps in the Confirming Group
Access Information section.
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CISCO Client Software VPN Errors

3.2 Failed to establish a TCP connection

# ¥PN Client x|

i Secure VPN Connection terminated locally by the Client.
\1) Reason 414: Failed ko establish a TCP connection.

Connecting to 202.12.184.137

@ Failed to establizh a TCF connection.

Connection History

[nitializing the connectior... ;I
Initiating TCP to 202.12.184.137, port 10000,
Failed to establizh a TCP connection.

[-

= Your Internet Connection may be down.

This error usually indicates that you do not have Internet connectivity on your computer.
Try following the steps in the Check Internet Connectivity section.

= Recent Windows XP SP2 update?

If you are using Windows XP, and if you or your technician has recently run a Windows
Update, you may have been upgraded to Service Pack 2.

To check for this, Right-Click on My Computer (usually found on your desktop or in your
Start menu) and select Properties. Note your Windows & Service Pack version.

If you have Windows XP SP2, check which version of the VPN Client you are using (refer
Checking your Cisco VPN Client Version).

For VPN Client v3.6, you will need to upgrade to version 4.0.2(a). Contact
csc@ebix.com.au for further instructions.

For VPN Client v4.0.1, you will need to switch to UDP (refer 4.0.2(a) instructions
below), then configure Windows Firewall to allow UDP ports 500, 4500 & 10000. Contact
csc@ebix.com.au for further instructions.

For VPN Client v4.0.2(a), you simply need to switch to UDP. To do this, click Modify
from the VPN Client initial screen, then select Transport. Select the option IPSec over
UDP (NAT / PAT). Click Save, and try connecting again.

= A Firewall may be blocking your VPN.
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CISCO Client Software VPN Errors

If your technician has made changes to your network or pc, or if this is a new VPN
installation, the issue may be due to a firewall blocking the connection.

A quick test is to go to a Command Prompt (Click Start> Run, type command and click
OK). At the prompt enter telnet 202.12.184.137 10000 and press Enter.

If a firewall is blocking your connection, you should eventually receive an error similar to
“Connect Failed” or “could not open a connection to host”. If you receive a blank window
with a flashing cursor and/or a message “connection to host lost”, this indicates your pc
is not being blocked by a firewall. Contact csc@ebix.com.au for clarification.

Alternatively, you could try temporarily switching off your firewall, and then try
connecting to the VPN. If this is successful, the problem relates to the firewall.

If you find your firewall is the cause of the issue, you will need your technician to open
the following ports:

UDP 500, 4500 & 10000
TCP 10000

Step by step documentation for configuring ISA Server, Zone Alarm and Norton Personal
Firewall is available from csc@ebix.com.au.

= It may be a temporary PC issue.

Try rebooting your computer.
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CISCO Client Software VPN Errors

3.3 Remote peer no longer responding

# ¥PN Client x|

i Secure YPH Connection kerminated locally by the Client,
\1) Reason 412: The remaote peer is no longer responding.

....................................

Connecting to 202.12.184.137F

FRemote peer iz no lonoger rezponding,

Connechon Histony

Initializing the connection..| -
Contacting the gateway at 20212184137
Femate peer iz no longer responding.

= Your Group Access Information may be incorrect.

|

This is the most common reason for this error, especially if the VPN software has only
just been installed on your PC.

Before checking anything else, confirm your Group Access information is correct (refer
Confirming Group Access Information).

= A Firewall may be blocking your VPN.

If the connection continues to fail after confirming the Group Access information, check
that there is no firewall blocking the connection. Refer to Failed to establish a TCP
connection section for further information.

= Another user may be logged in with the same username [VPN Client v3.6 only].

If you are using VPN Client v3.6 (refer Checking your Cisco Client Software VPN Version),
someone else in your office may already be logged in with the same user account you are
trying to access. If you know who this is, ask them to log out while you try again.
Alternatively, try using a different username from your Sunrise™ Configuration Sheet.

Note:

If you are not prompted for a username & password when you try to connect,
your details may have been saved previously. Click Options and Erase User
Password. Click Connect and note the username. These details can be changed
and a valid password needs to be entered to connect.
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CISCO Client Software VPN Errors

3.4 Confirming Group Access Information

You will need to perform the following check if your VPN is failing to connect due to one
of the following two errors:

=  “Failed to establish a secure connection to the security gateway”, or
= “Remote peer no longer responding”.
The steps involved will depend on which version of the VPN Client you are using. If you

are unsure which version you are using, refer to the Checking Cisco Client Software VPN
Version section.

VPN Client 4.0.1 or above:
Double click on the VPN shortcut.

The following screen will display

# ¥PN Client - Yersion 4.0.1 {Rel} -0l x|

Connection Entries  Status Certificates Log Options Help

o, . £
5| Cisto SysTEMs

Connect MHew |mport hd odify Delete

Connection Entries ICertificates I Log I

Tranzport

Connection Enty /
IPSec/TCP

e

4| | B

[ Mot connected

B

Click Modify.
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CISCO Client Software VPN Errors

# ¥YPN Client | Properties for "Sunrise™ ﬂ

Connection Entny: Im

Dezchiption: I

Hast [202.12.184.137

Authentication ITranspurt I Backup Servers | Dial-lp |

{* Group Authentication

I arne: Isasripsecgrp

Pazsword: Ixxxxxxxxxxxxxxxxxxxx

Confirm Pazsword: Ixxxxxxxxxxxxxxxxxxxx

™ Certificate Authentication

[ arpe; I j

[" | Send L& Certificate Chain

Eraze [lzer Passwordl Save I Cancel |

Check the "Name” field under Group Authentication. The entry should be in lowercase,
beginning with your state abbreviation followed by “sripsecgrp”. For example,
nswsripsecgrp or vicsripsecgrp.

If the Name field appears to be correct, then clear the Password and Confirm Password
fields. Try to re-enter the correct password exactly as it appears in your Sunrise™
Configuration Sheet.

Click Save .

Try to connect the VPN again.
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CISCO Client Software VPN Errors

VPN Client 3.6.3 Users:
Double click on the VPN shortcut.

The following screen will display

@ Cisco Systems ¥PNM Client

Gisco Srsrems

Connection Entry:

Sunrize "I

Host name or IP address of remote server:

20212184137

Cloze

Click on Options, and select Properties.

Properties for Sunrise

General I Authentication I Connections |

Enter a description of this connection entry [optional):

x|

¥ Enable Transparent Tunneling
= dllow IPSec over UDP [MAT/PAT]
& llze |PSec over TCP [MAT/PAT Firewall) !

TCF part: {10000

v Allow local LAN access

Peer rezponze timeout: IEIEI [30 - 420 zeconds]

ak I Cancel Help
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CISCO Client Software VPN Errors

Select the Authentication tab.

Properties for Sunrise il

General  Authentication | Cunnectiunsl

our administratar may have provided you with group
parameters or a digital certificate to authenticate your access ko
the remote zerver, If 2o, zelect the appropriate authentication
methad and complete vaur entries.

' Group Access [nformation

M arme:

Ixxxxxxx

Pazzword:

Contirm Ixxmxx
FPazaword:

= LCertificate

[ ame: Mo Certificates [nstalled j

™| Send|Ca Certifizate Ehain W alidate Certifizate,.. |

0k I Cancel Help

Check the "Name” field under Group Authentication. The entry should be in lowercase,
beginning with your state abbreviation followed by “sripsecgrp”. For example,
nswsripsecgrp or vicsripsecgrp.

If the Name field appears to be correct, then clear the Password and Confirm Password
fields. Try to re-enter the correct password exactly as it appears in your Sunrise™
Configuration Sheet.

Try to connect the VPN again.
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CISCO Client Software VPN Errors

3.5 User Authentication failed

= Secure WP Connection terminated locally by the Client.
1 Feazon 413: User authentication failed.

....................................

This error indicates your username and, or password has been entered incorrectly.
= Check your Sunrise™ Configuration Sheet.

Confirm that your username & password are correct by referring to your Sunrise™
Configuration Sheet. You should be using one of the usernames listed.

=  Your password is case-sensitive.

Take note of the letters that are upper or lower case, and be careful of similar looking
characters. For example, the letter "O” compared to the number “0”, or the letter “”

compare to the number “1”.

Note:

If you receive this error more than once, you may find that your account has

become “locked” for security reasons. If you believe this is the case, you will

need to send an email to csc@ebix.com.au and request for your account to be
unlocked.

Re-Entering User Authentication
VPN Client v3.6 users:

Start the VPN Client.

Click Options and Erase User Password.

Attempt to connect to the VPN again. You will be prompted to enter your username and
password again.

VPN Client v4.0.1 (or above):
Start the VPN Client.

Click Modify.

Click Erase User Password and click Save .

Attempt to connect to the VPN again. You will be prompted to enter your username and
password again.
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CISCO Client Software VPN Errors

3.6 Remote peer terminated connection

There are two reasons this error may occur:
= VPN Account is locked in Sunrise Exchange.

This is due to your username and password being incorrectly entered three times or
more.

Contact csc@ebix.com.au to unlock your account.

In addition to your account being unlocked, you will also need to correct your username
and password on your computer. Follow the steps outlined in the Re-entering User
Authentication section to correct your user information.

= VPN Account is already in use.

For VPN Client Version 3.6.x - This error may appear after the status bar reads “Negotiating
Policy”.

For VPN Client Version 4.0.x - This error may appear after the status bar reads “Not
Connected”.

Both messages indicate that another computer in your office has connected to the VPN
using the same username and password that is set up for your computer.

Refer to the steps below if you are unsure which username a computer is using:
Checking the username saved on a computer:

Open Windows Explorer.

& My Documents

File Edit ‘“iew Favorites Tools Help

Q Back - 2, ? /.. ) Search ‘l{ Folders

Address lD My Docurnents

-

Folders x Mame

@ Deskiop | My eBooks

=Ri&] 1, Documerts ui.IMY Music
IC3) My eBooks .ﬂrﬂy Pickures
l,?_.| My Music )My Webs

Locate the following directory: C:\Program Files\Cisco Systems\VPN
Client\Profiles
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CISCO Client Software VPN Errors

% Profiles

File Edit Wiew Favorites Tools Help

QBack . > ? P ! Search ‘[{ Folders

Address || C:\Program Files\Cisco SwstensiwPH ClientProfiles

E:].

=
Folders insnet, pcf
1= Allaire ~ I;il;File
I and

I2) Bradbury
= ) Cisco Syskems
= 5 YPM Client

I5) accessible
() Certificates
[=3) Help
=5 Logs
I} Profiles v

Open the file with the extension .pcf in notepad. Usually this will be called
‘sunrise.pcf’. In this example, the file is called ‘insnet.pcf’

Select "Notepad” to open the file, if requested.

Scroll down until you locate the Username.

I insnet.pcf - Notepad

File Edit Format W¥iew Help

[[main]

Descriptions=
Host=202.12.184.158
AuthType=1
GroupMame=joannecremgrp
GroupPwd=
EncC_GroupPwd=61EE12A81020E53EGABAES4EDSEDCA1IEGFESH
1806560849321 EBDCA DAEBBCFLDA4EZED 358C
EnableIsPConnect=0

IsPConnectType=0

ISPConnect=

ISPCommanc=

Username=joannec

savelserpPassword=1

UserpPasswords=
enc_lUserPassword=61EE12A581D2DES3EGABAE34ESSE9CALES
EEE1B0ESGDE4 932 1EEDCS DEEECFLDA4EIEL 3558C

WTDomadn=

EnableBackun=0

To determine if another computer has the same username, repeat this process on each
computer in your office that has the VPN installed.
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CISCO Client Software VPN Errors

3.7 VPN subsystem unavailable

Restart your computer and try connecting to the VPN again. If the connection continues
to fail and, if you currently use VPN Client Version 3.x, it is recommended that you
upgrade your Client Software VPN to the latest version. You may need to consult your
technician for assistance with this upgrade. The VPN Software can be downloaded from
our website.

http://www.insnet.com.au/support/vpndetails/vpnclient48is.exe

Note:

This error commonly occurs after there has been an upgrade to your computer.
If you have recently upgraded your system, it is your technician’s responsibility
to ensure that the new hardware can connect to the VPN.

If your technician has not completed this test, or is unable to do so, please contact
csc@ebix.com.au. However, should you require assistance with the re-installation of this
software, as a result of a system upgrade, you may incur support charges.

3.8 User authentication application failed to start

This error usually indicates that you may have failed to disconnect the VPN before
logging off your computer. Therefore, when you logged back in and attempted to
connect to the VPN again, the application could not be started due to an old process still
running.

Restart your computer and try connecting to the VPN again. If the connection continues
to fail, please contact csc@ebix.com.au.

3.9 Connection manager failed to respond

Restart your computer and try connecting to the VPN again. If the connection continues
to fail, please contact csc@ebix.com.au.

3.10 Manually Disconnected by Administrator

Secure YPH Connechion terminated by Peer.
Reazon; Manually Disconnected by Adminigtrator,

] |

This error indicates that someone else in your office has connected their VPN using the
same username that you are using. This will cause your VPN connection to disconnect.

Check within the office to see if someone else has just connected their VPN. If you need
to confirm the usernames of the computers, please refer to the Checking the username
saved on a computer section of this document.
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4 Formwork screen does not
load correctly

3 Internet Explorer Script Emor

& An erar has accurred in the sznpt on this page.

Line: 7
Char. 39
Errar:  ‘ANSIApplet' iz undefined
Code: 0

URL:  hitp/#172.27.1.74:8080/ product /serviet /Py Praduct S ervet ?
actionCategory=zelfredirectratetS eszionl d=2b13eb9b3eRtadbb
00Sde0-

[D'o you want to continue running scripks o this page?

3 Sunrise FormWork Product - Microsoft Internet Explorer o [ m] |

File Edit Yiew Favorites Tools Help

d= Back, ~ =) - @ al | @Search [He] Favarites @Media @ | %v = =

Address I@ http:fi172.27.1 ..'-"6:8DSIZI,I'prl:n:lucI:,I'ser\-'IetII'FWF‘rI:n:IuctSer\-'IeI:?actiDnCategarv=selfredirectrate&Sessicﬂ @GD

sunrise
exchange

| 2] Done l_ l_ l_ | Internet 7

If you receive either of these errors when trying to load a Sunrise FormWork product,
then your PC is not configured to use a Java Virtual Machine (JVM).

You will need to follow the steps in the Checking your JVM Configuration section of this
document.
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Formwork screen does not load correctly

4.1 Checking Your JVM Configuration

Launch Internet Explorer.

?‘ Home - Ebix Australia - Windows Internet Explorer

| =
% v 1& http:ffebix.com.auf [ﬂ _‘7? | X || R it
© File Edit View Favorites Tools Help @ ¥
w oo ‘gHome-Ebix Australia [7I a2 - deh ~ [} Page ~ G Tools ~

Select Tools and Internet Options.

Internet Options

| General | Security | Privacy | Content | Cannections | F'ru:ugram$| Advanced

Settings:

53

[] Move spstem caret with focus/zelection changes
Browsing
Ahways zend URLs as UTF-8 [requires restart)
[ Automatically check. far Interet Explorer updates
Claze unuszed folders in History and Favantes [requires restart)
Dizable Script Debugging [Intermet Explarer)
[[] Disable Script Debugging [Other)
[] Display a notification about every script emor
Enable folder view for FTF sites
[[] Enable Install On Demand [Internet E xplorer)
Enable Inztall On Demand [Other)
Enable offline iterns to be synchronized on a echeduls
Enable page tranzitiohs
[] Enable Personalized Favorites Meny 8
il | >

Restare Defaultz

|A

[ 0k ][ Cancel ] Apply

Select the Advanced tab.

Try to locate a heading called Java (Sun) or Microsoft VM [Hint: If installed, they will
appear above the Multimedia section].
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Formwork screen does not load correctly

General | Security | Privacy | Content | Connections | Programs | Advanced
Settings:

Uze zmoath zcmolling ~
&] HTTP 1.1 zettings

Uz HTTP 1.1

[] Use HTTP 1.1 through prosy connections
£ Java [IBM)

UzeJava 2 w1.4.2 for <appletr [requires restart)
88, Multimedia

Enable Automatic Image Reszizing

Enable Image Toolbar [requires restart]

Flay animations in web pages

Flay zounds in web pages

Flay videos in web pages

[ Show image download placehalders

Show pictures

Smart image dithering
l;:ﬁ Prirtitig b
£ >

Restore Defaultz

[ aF. H Cancel ]

If you can only see “Java (Sun)”, ensure the “Use Java 2...” checkbox is ticked and
click 0K

Close Internet Explorer and try to load a Sunrise formwork product again.

If you can only see “Microsoft VM”, ensure the “"JIT compiler” checkbox is ticked and
click ok

Close Internet Explorer and try to load a Sunrise formwork product again.

If BOTH headings are listed, ensure that only the “"Use Java 2...” checkbox under
Java (Sun) is ticked, and all options under Microsoft VM are not ticked

Click | ok
Close Internet Explorer and try again to load a Sunrise formwork product.

If you cannot see any of these headings, you will need to install Sun Java on your PC.
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Formwork screen does not load correctly

4.2 Installing Sun Java

Click on the following link: http://java.com/en/download/manual.jsp

When the page loads, click the Windows XP/Vista2000/2003 /2008 Offline file.
Click | Save

Specify your desktop as the location to save the file and click ¢k

After downloading is complete, click Open to begin the installation.

Follow the prompts to install Sun Java.

Once the installation is complete, try to load a Sunrise formwork product again.

If the formwork product still does not load correctly at this point please contact
csc@ebix.com.au.
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5 Checking your Cisco Client
Software VPN version

To check your Cisco Client Software VPN version, double click on your VPN icon.

If the following screen appears, your VPN version is 3.6.

@ Cisco Systems ¥PNM Client

Gisco Srsrems

Connection Entry:

Sunrize "I

Host name or IP address of remote server:
20212184137

Alternatively, if your screen looks similar to the one below, your VPN version is 4.0.1.or
higher.

# ¥PN Client - Yersion 4.0.1 {Rel} o ]

Connection Entries  Status  Cerkificakes Log Options Help

Eﬁ m Cisco SysTews

Conmnect 1 g Irmpart b adify Delete _
Connection Entries I Certificates I Log I
| Connection Entry | Huost I Tranzport
Sunrize 202.12.184.137 IPSec/TCP
o (ol

| Mot connected,

B
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